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CPS are increasing, operate in complex conditions
More advanced testing methods are required.

» Cyber Physical System
» Field Test
» SW Control

TEST will be more important ®

However, How can we test
everything consider reality?
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Smaller HW, Larger SW, Need way to test complex SW of CPS

Each HW and SW part with interface can be testing separately

Previous HIL Test Proposed Modified HIL Test
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Introduction

We can test SW functions on CPS
without real condition.
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E.g. Test the safety flight SW of drone without real fly.

Load test cases, simulator generate sensor data, read motor control data
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Introduction

E.g. Test the safety flight SW of drone without real fly.

py serial communication
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3 constraints should be satisfied
to test the SW module in a virtual environment,

Previous work Body Future Work

1. Test case should be designed as ‘ : 3. Test results of real and virtual
. 2. Test automation should be possible
many as sufficient should be same

To have confidence Test cases might too many
the CPS works safely

Suggestion of
Practical Quantification Measuring Method of
Test Design Which Can Represent the Current Status
- 2017, IEEE
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(Const. 2) Test automation should be possible

Difficult for a manually test many TCs
Defined 7 requirements for automated testing of the CPS SW module

1 Hooking

Sniffing

Interpret of actuator control raw data

Disarm fail safe mechanism

Avoid Probe Effect

Convert the abstract test scenario to physical level virtual data

~N OO O &~

Support Test Recording and Replay
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Fail Safe

Mechanism Test Management System

Test Management Area
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Convert abstract TC to physic :JHy d
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Test Management Area

Simulation Area

—Fh-Seoul-Blue- House

* Wind 5m/s

Test Case

)

(Const. 3) Test results of real and virtual

should be same

Have confidence this CPS works well in real world

Field Test

@
Wind, Environment | Urdate
Temp, —_
L Model

@
fu Drone —%»
Hexa, Initial
Model Splitting

'

Interpreter

Simulator

Comparison Flight Data

Roll Axis Pitch Axis Yaw Axis

Error
Analysis
(10%)
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The importance of testing is increasing
According to the increase in CPS with safety Red.

Conclusion

( Testing In virtual environment can be

[ests In all environments requires toc
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Smaller HW, Larger SW, Need way to test complex SW of CPS

Each HW and SW part with interface can be testing separately

Previous HIL Test Proposed Modified HIL Test
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Summary

We can test SW functions on CPS
without real condition.
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